ICT Acceptable Use
Policy

ICTOO1 ICT Acceptable Use Policy v1.0



Contents

I U o[ 1T TSP EP PP PPPPTN 3
S T o o o1 3
R T 0] o VS = =] 1= o | SRR 3
S (1 ot o] (=T TSP PTUPOUPTOUPPRURRRUR 3
4.1. (6 LT To [ PSP PP SPPUPPPPPPRO: 3
4.2. Privacy expectations and intellectual OWNEIrShiP.......c.vviviieei i 3
4.3. L= (= Tox 1 o] o1 To3n o o =1 AR U PP UURP: 4
4.4.  Internet access and Webh DrOWSING .........oiiiiiiii e 5
4.5, USE OF SOCIAI MEAIA. ... eeeiiiiiiiie ittt ettt e e st e e s st et e e s nnbe e e e anbbeeeenbeeesanneas 5
4.6, USE Of ICT FBSOUICES. ... eeeiiiitiiie ittt e ettt ettt ettt ettt e e st e e st e e e e s b bt e e e st et e e s bb e e e aab b et e e anbb e e e enbe e e s annnas 5
A7, USE OF MODIIE ICT FESOUITES ....eeieiiieiiiiiiee ittt e sstttee e st e s sstte e e st e e s sbae e e ssbaeeaassaeeeasbeeeeansaeeeensseeesansees 6
4.8.  Consequences of inappropriate DENAVIOUF ............ooiiiiiiiiiiie e 6
LT < (= =10 o1 O PP PR TP 7
[T S T g =T [ TP 7
A e 11103V 141 {0] 44 F= Ui o o DO T O PRSP R U UP R UPPOPRTON 7

This document is uncontrolled if printed or electronically reproduced

ICTOO1 ICT Acceptable Use Policy v1.0 | 2 of 7




Purpose

To provide guidance on how the Catholic Diocese of Rockhampton’s (‘Diocese’) information and
communication technology (ICT) infrastructure shall be used to facilitate effective information
management and to protect users, clients and Diocesan resources from illegal or damaging actions
by individuals committed either knowingly or unknowingly.

Scope

This policy applies to all ICT users of the Diocese regarding the proper and permitted use of the
network, including Internet, email and web browsing.

This policy applies to all equipment that is owned or operated by the Diocese. All users are urged
to ensure that their professional and personal behaviour in relation to email and web use is
consistent with this policy. Unacceptable use of the network and breaches of this policy may result
in disciplinary action.

Policy Statement

The Diocese has identified the pivotal role of ICT in conducting its operations in fulfilment of its
mission.

This policy sets out the Diocese's stance on the acceptable use of ICT and matters of privacy,
ownership and consequences of inappropriate behaviour in the use of ICT.

Principles

The Diocese provides computers and Internet access to support the mission of the
Church and to enhance the opportunities for Diocesan staff. All ICT equipment remains
the property of the Diocese or its agencies.

Users are to utilise Diocesan computers, networks and Internet services for work-related
purposes. Incidental personal use of Diocesan computers is permitted, as long as such
use does not interfere with the employee's job duties and performance, with system
operations or other system users. 'Incidental personal use' is defined as use by an
individual user for occasional personal communications. Users are reminded that such
personal use must comply with this policy and all other related procedures and rules.

Users are expected to use appropriate judgement and caution in communications
concerning individuals and staff to ensure that personally identifiable information remains
confidential.

Users may not be aware that their browsing activities, email and instant message content
as well as call records can be scrutinised. System administrators are able to access
users’ data and log network and communication use as part of their role.

In reviewing and monitoring user accounts and information, the Diocesan systems
administrators will respect the privacy of individuals. These people must not divulge or
disclose such information to others unless required by the Bishop, the Director of
Diocesan Services, the Human Resource Manager, or as a requirement of State or
Commonwealth law (Privacy Act 1988, n.d.). If during the course of their duties a system
administrator discovers information that demonstrates a breach of this policy, information
about this breach will be reported to the Director of Diocesan Services. In the event that a
breach has been committed directly by the Director of Diocesan Services, the matter will
be referred directly to the Bishop.
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System administrators within the Diocese include the Bishop, the Director of Diocesan
Services and delegated personnel as specified by the Bishop.

Materials produced, sent and kept by employees, remain the property of the Diocese.

The sender of an email has no control over the future distribution of the message. The

following are technical realities of the use of emails:-

¢ Email should be regarded as insecure unless it has been encoded or encrypted;

e Emails are hard to destroy. Even deleted emails are backed up and recoverable;

e Most software used to operate networks including web servers, mail servers and
gateways logs transactions and communications. These logs will normally include the
email addresses of senders and recipients and time of transmission. System
administrators are capable of reading the contents of emails sent and received by the
Diocesan network.

e The Diocese reserves the right to block any email message suspected to contain a
virus or other inappropriate content.

4.3.1.  Acceptable use of email in the workplace

Acceptable use of email is defined as communication to others on work-related matters,
connected with the goals and purposes of the Diocese.

4.3.2. Unacceptable use of email in the workplace

Unacceptable use is where email is used to:-

e Distribute unsolicited email messages, including “junk email” or “spam” or other
advertising materials, except in the case of Diocesan agencies sending approved
material of an advertising or promotional nature;

e Use Diocesan email distribution lists without authority, or for the sharing of non-work

related matters;

Harass or discriminate other users;

Flame (send abusive email);

Defame other employees, the Diocese, or another individual or organisation;

Disclose personal information or contact details about another employee;

Receive, maintain or transmit pornography;

Read another person's email or other protected files;

Send on chain letters which may be interpreted as harassment by others;

Send and forward to others jokes which may amount to sexual harassment or

discrimination via email on an intranet or the Internet;

e Send anonymous messages which contain no details of the sender's name and
affiliation;

e Unauthorised use, or forging, of email header information;

e Waste resources - time, or the capacity of the system or the equipment. This is
especially inappropriate for personal use, or where productivity is directly affected;

e Without authority, destroy, alter, dismantle, disfigure, prevent rightful access to or
otherwise interfere with the integrity of computer-based information and/or
information resources, including, but not limited to, uploading or creating computer
viruses;

e Use a third party's copyright material;

e Send sexually explicit, suggestive, or other harassing material;

e Distribute information that could reasonably be regarded as misleading and
represents a conflict of interest with the organisation.
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Logs are maintained that record information on the sites which people visit. The keeping
of these logs is necessary for the routine maintenance, security and management of
networks and systems. Information is logged automatically.

Most content made available on web sites (including text, images, software, sound and
film clips) is protected copyright material. Accordingly, when browsing the World Wide
Web, copyright laws must be respected. However, under the Copyright Act 1968, the
making of a temporary reproduction of a work in the course of browsing the Internet is not
an infringement.

The issue of appropriate usage may be harder to define in respect to web browsing. It
may not be possible to tell if a web page is relevant until it has been read. The operation
of web search engines can result in surprising and irrelevant results. Links on web sites
may also be misleading.

All users have a dual responsibility to protect those in their care e.g. clients, school
students, or elderly residents, from offensive material, and to ensure that no one may be
liable for transmitting offensive material.

The Diocese reserves the right to restrict access to any Internet site suspected to contain
a virus or other inappropriate content.

4.4.1. Appropriate use of the Internet in the workplace

Acceptable use of the internet is defined as accessing information and resources for
work-related matters, connected with the goals and purposes of the Diocese.

4.4.2. Unacceptable use of the internet in the workplace

Unacceptable use is where the internet is used to:-

e Access web sites that contain pornographic material;

e Participate in 'Chat Groups' or use other chat/instant messaging technologies for
discussions unrelated to work;

Subscribe to ‘listservs’ unrelated to work;

Violate any State, Commonwealth or International Law;

Conduct any business activity for financial gain or commercial purposes;

Download unnecessary information or unauthorised software;

Violate Diocesan or third party copyright or licensing agreements or other contracts;
Seek to gain unauthorised access to any resources within or outside of the Diocese;
Waste resources - time, or the capacity of the system or the equipment. This is
especially inappropriate for personal use;

e Access sexually explicit, suggestive, or other harassing material.

Use of social media, whether in a personal capacity or as part of a role within the
Diocese, must be carried out in line with the Diocese’s Social Media Policy.

The following guidelines exist on the general use of Diocesan computer and network

facilities in general:-

e Users must not make contact through any form of information technology with
children or young people whom you know through your role in the Diocese for any
relationship or contact outside your professional role, unless such contact has prior
approval from a manager;
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e Users must not make contact with children or young people via any form of
information technology for the purpose of initiating or maintaining an inappropriate
relationship;

e Extensive use of the network or other ICT resources for personal and private
business is prohibited;

e Network accounts are to be used only by the authorised owner of the account for the
authorised purpose and:

o Users shall not disclose their account details or passwords to any other
person;

o Users will maintain passwords that would not be easy for someone to guess
and will change their password regularly;

o Users will log off or lock their workstations when unattended and set a
password protected screensaver to prevent unauthorised use of their
computer and credentials.

e Users shall not intentionally seek information on, obtain copies of, or modify files,
other data, or passwords belonging to other users, or misrepresent other users on
the network;

e All communications and information accessible via the network should be assumed to
be private property;

¢ No use of the network shall serve to disrupt the use of the network by others;

e Malicious use of the network to develop programs that harass other users or infiltrate
a computer or computing system and/or damage the hardware and software
components of a computer or computing system is prohibited. This includes the
introduction of malicious programs into the network or server including but not limited
to viruses, worms, Trojan horses, e-mail bombs;

e The installation of unlicensed software for use on Diocesan computers is prohibited;

e The Diocese reserves the right to monitor the use of any Information Technology or
Communications resource in accordance with applicable legislation. Users should be
aware that this policy constitutes official notice that surveillance may be conducted,;

e Diocesan ICT resources must not be used to conduct illegal activities;

e Diocesan ICT resources must not be used to access any material which would be
considered offensive or derogatory on the basis of race, sex or religion and which a
reasonable person would deem unacceptable.

The Diocese provides mobile ICT equipment and resources to users who have roles that
require them to be contactable when working away from their normal base, who regularly
travel between sites or who are on-call after hours.

Users must be efficient, economical and ethical in their use and management of these
resources which are provided for organisational purposes. All employees have a
responsibility to ensure the proper use and security of these resources in line with the
rest of this policy.

Additional responsibilities particular to mobile and portable devices include:

e Physical Security: Mobile ICT equipment should be secured at all times to prevent
damage or theft;

e Safe Operation: Mobile ICT equipment should not be used while controlling a vehicle
or other machinery unless used in conjunction with ‘hands free’ technology that
makes it legal to talk while driving;

e Return of Equipment; All mobile ICT equipment must be returned to the Diocese on
cessation of a user's engagement.

An employee's conduct and behaviour in relation to the use of email, internet and web
browsing may be deemed inappropriate if the contents of this policy are found to have
been breached. If so, a thorough and transparent investigation of the alleged breaches
will take place. This investigation will be carried out by the Director of Diocesan Services
and/or his/her delegate.
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Failure to comply with this policy governing computer use may result in disciplinary
action, up to and including dismissal. Offenders may be disciplined via the relevant
disciplinary procedures, which may include termination of their employment. lllegal uses
of Diocesan computers will also result in referral to law enforcement agencies.

In the case of accessing child pornography, police will be notified of the offence. The
Criminal Code Act 1995 (QId) lists possession of child pornography as an offence that
may involve child abuse. If a user is found to be accessing child pornography sites or in

possession of child pornography, the matter will be reported to the police and the
Queensland Department of Child Safety, Youth and Women.

5. Reference

N/A

6. Schedules

This policy must be read in conjunction with its subordinate schedules as provided in the table
below.

7. Policy Information

Subordinate Schedules

Accountable Officer Human Resource Manager
Policy Type Executive Policy
Approved Date 6/05/2020

Effective Date 23/02/2020

Review Date 23/02/2023

Relevant Legislation Copyright Act 1968
Criminal Code Act 1995 (Qld)
Privacy Act 1988

Related Policies Social Media Policy

Related Procedures

Related forms,
publications and
websites

Definitions
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https://www.legislation.gov.au/Details/C2019C00042
https://www.legislation.gov.au/Details/C2019C00152
https://www.legislation.gov.au/Details/C2019C00025/Html/Text
https://rok.catholic.net.au/wp-content/uploads/2023/07/Social-Media-Policy.pdf
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